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TV That Watches You: 
Data Collection and the Connected Living 
Room

The term “surveillance” carries some negative 
connotations, particularly for those familiar with 
Foucault’s famous analysis of the panopticon, a 
mechanism that enforces good behavior through 
an assumption of surveillance.2 Notwithstanding, 
implicit surveillance has long been a key mechanism 
supporting the economics of broadcasting. 
Historically, television programming arrived over 
the air for “free” for Americans who owned a 
television. Of course, television was never really 
free, in that sponsors financed television content 
through the purchase of time, during which they 
addressed viewers through ads. In essence, the 
dominant ratings company, Nielsen, surveilled a 
willing sample audience to extract large viewing 
patterns that were then commodified through 
contractual relationships between Nielsen, 
television networks, and marketers.3 Increasingly, 
Nielsen’s methods of data collection have required 
less active participation by its sample audience 
(recording video information through a box affixed 
to a television that automatically documents 
channels selected, for example), and digital 

“‘It’s like an arms race to hire statisticians 
nowadays,’ said Andreas Weigend, the 
former chief scientist at Amazon.com. 
‘Mathematicians are suddenly sexy.’”1

On a recent episode of The Good Wife (CBS 
2009 - ), teen character Zach Florrick discovers 
that the camera on his mother’s computer has been 
activated in an empty room (Ep. 5.7, “The Next 
Week”). Upon further investigation, he learns that 
the camera on his sister’s computer, too, seemingly 
turns itself on and off, capturing his sister in 
various stages of undress. While the episode 
concludes with Zach punching a fellow student 
whom he suspects of planting spyware to exploit 
his sister on a naughty Internet site, the program 
does not examine how Zach puts the genie back in 
the bottle—i.e. how he removes the objectionable 
content featuring his sister and prevents its 
further spread online. Despite the program’s easy 
resolution, The Good Wife’s depiction of surveillance 
technology speaks to wider anxieties about the 
ways media devices may be looking back at us. 

Abstract
This article examines data collection technologies that power the economics of over-the-top video players, though the relevance 
of our study extends beyond the living room to all connected devices. After reviewing key moments in which media companies, 
journalists, scholars, and consumers have publicly debated enhanced mechanisms of data collection powered by digital 
technologies, we offer a detailed case study of the rhetoric surrounding Microsoft’s planned release of the Xbox One gaming 
console and the Kinect One camera peripheral. We argue that these examples demonstrate the ways corporate media policy 
evolves through the lived experiences of consumers, with companies struggling to account for broader anxieties over the sacrifice 
of privacy for the conveniences of technology.
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technologies have strongly enhanced the ability 
of Nielsen and other audience measurements 
companies to monitor all users of smart devices. 
This “big data” collection has increased accuracy 
and enhanced detail for surveillance technologies, 
but few advances have been made in answering 
questions about the larger implications for privacy, 
commerce, citizenship, and the stakes of cultural 
consumption rendered as data.

Today, smart TVs and over-the-top (OTT) 
video players arrive embedded with data gathering 
functionality, and the logics that undergird a 
business model supported by transforming data 
about consumer activity into currency has become 
the dominant framework for the economics of 
connected viewing.4 At first, television executives 
accustomed to a lucrative relationship with 
sponsors found the economics of web-based 
content less promising. Thus, even after former 
NBC executive Jeff Zucker revised in 2009 his 
initial complaint about digital media economics as 
an exchange of analog dollars for digital pennies—
he declared, “we’re at digital nickels now”—the 
revenue generated by digital media continues to 
underperform in relation to the advertising rates 
demanded by old-fashioned over-the-air and 
cable-wired TV.5 Media companies have struggled 
to devise a business model that can exploit big data 
more fully, and one challenge they face is consumer 
anxiety about data collection. In this article, we 
will examine limit cases of media surveillance, 
including a case study of the Xbox One, to argue 
that the stakes for media audiences extend beyond 
convenience to questions of who controls data, 
who profits from it, and what are the broader 
implications of a media economy built upon the 
amassing of vast stores of data about connected 
viewing.

Netflix and the Failure of Anonymization

Through a quirk of history, federal law has protected 
media consumption data in a unique manner. After 
Supreme Court nominee Robert Bork suffered the 
indignity of the publication of his videotape rental 
history in a local DC-area newspaper, Congress 
passed the Video Privacy Protection Act (VPPA) 
in 1988, which prohibited video stores from 

releasing customer viewing history.6 As viewing 
habits migrated to the web, with 2012 becoming 
the first year consumers viewed more movies 
online than on disc, the VPPA became a sticking 
point for social media and video distribution web 
sites who based their sites’ functionality upon the 
amassing and sharing of information.7 Facebook, 
for example, was sued in 2009 for partnering with 
Blockbuster to share customer activity. Netflix 
also struggled with the law’s prohibitions, and in 
2012 Netflix successfully lobbied to have the law 
revised to allow consumers to share their viewing 
data through social media.8 For twenty years, then, 
the VPPA protected a consumer’s video history 
through the consumer’s right to privacy.

While the U.S. government’s National 
Security Agency recently revealed surveillance 
tactics provoked outrage among Americans, a Los 
Angeles Times reporter has argued that the data 
collected and disseminated by companies like 
Facebook and Amazon reveals more telling details 
about individual consumers but is much less well 
understood by those consumers.9 The amount of 
that data being collected is also unfathomable: a 
vice president at IBM Research cited the amount 
of data circulating globally at a thousand exabytes, 
or one billion gigabytes.10 Moreover, the seeming 
disconnect between NSA surveillance and 
connected viewing data collection is belied by 
the variety of ways government agencies employ 
viewing histories.11 For example, in his campaign 
for re-election, President Obama’s digital analytics 
team crunched data collected from Facebook and 
from set-top box monitoring technology gleaned 
from cable and satellite companies to pinpoint 
the exact location of independent voters (and by 
location we mean the times they would be likely 
to be in front of the television).12 Connected 
viewing data collection has expanded in its scope 
and intensified in its relevance to a range of 
stakeholders, but a commitment to protect the 
consumer’s privacy has not increased with equal 
fervor.

Scholar Mark Andrejevic has rejected the term 
“privacy” as politically fraught. In his reading of 
the term, privacy connotes ownership, partitioning 
space in which the consumer has control. This 
troubles Andrejevic because privacy therefore 
depends upon the same logics of private property 
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derived from emails, video and voice chats, 
photos, social networking and other digital 
communication methods, government officials 
sought to mitigate the scandal by explaining that 
the agency collected only metadata, or descriptions 
about media products, not the content of messages 
surveilled.19 As with claims of anonymization, 
journalists and scholars have challenged the notion 
that metadata is insignificant.20 A Duke University 
sociology professor, for instance, published on his 
website a historical thought experiment through 
which he proved that the most scant metadata 
from the time of the American Revolution—the 
names of colonists and their club memberships—
could have exposed Paul Revere as a possible 
rebel.21 The professor’s larger point intimated that 
metadata, including seemingly banal information 
about leisure activities and social relationships, 
can be exploited by oppressive regimes to limit 
freedom. Despite these critiques of data collection 
practices, the extent to which consumers have 
been anxious about the routine collection of media 
activity by hardware and software companies is 
unclear. As reported in Variety, a survey from 
research firm Strategy Analytics found that only 
30% of consumers would refuse camera-equipped 
set-top boxes, with other consumers noting only 
partial or no concern about the ability of hardware 
companies to watch over their viewing, gaming, 
and web surfing.22 

Then again, some scandals have captured the 
imagination of consumers by starkly representing 
the “creep” factor of data collection and marketing 
strategies. The most infamous example is Target’s 
use of customer purchasing records to identify 
shoppers most likely to be pregnant.23 As the story 
goes, a father complained about Target sending 
his teenage daughter ads for pregnancy-related 
products; he later discovered his daughter was 
indeed pregnant but had not yet told anyone.24 
As the public learned about Target’s practices, the 
company did not stop employing data to market 
effectively but rather increased the subtlety of its 
approach by positioning baby items alongside 
a range of different products to avoid alarming 
unsuspecting expectant parents. The Target 
example highlights how seemingly insignificant 
data, like a record of purchasing unscented lotion 
and hand sanitizers, may reveal deeply personal 

that drive the proprietary claims of data companies 
who collect, package, and sell consumer data.13 
Legal scholar Felix Wu has also questioned the 
utility of “privacy”: “The idea that the term ‘privacy’ 
is heavily overloaded is by now well established. It 
can be used to name a wide variety of concepts, 
norms, laws, or rights, ranging from the ‘right to 
be let alone’ to a respect for ‘contextual integrity.’”14 
With so many possible meanings, the attempt 
to apply the concept of privacy to regulations of 
big data proves problematic, according to Wu. 
Consumer motivations cannot be easily reduced 
to a default openness in all cases.15 For example, 
many Facebook users regularly share photos 
through the social media site, but Facebook’s use of 
those photos in advertisements upset consumers.16 
Debates about privacy, therefore, can serve as limit 
cases, highlighting our cultural values and the 
ways they may conflict with commerce. Big data 
produces value beyond the economic because it 
captures and quantifies our human experiences. 
This process is neither banal nor neutral.

Anonymization, the removal or altering of so-
called identifiable personal information from data 
stores, is a strategy employed by media companies 
to protect consumer privacy. Scholars, however, 
have repeatedly challenged the effectiveness 
of anonymization, and a case involving Netflix 
provides one example. In an effort to improve its 
movie recommendation system, Netflix announced 
in 2006 a contest with a prize of a million dollars 
awarded to the team that most successfully refined 
the Netflix algorithm. To facilitate research, Netflix 
released a data set that had been anonymized, but 
two University of Texas at Austin scholars, Arvind 
Narayanan and Vitaly Shmatikov, reversed that 
process by comparing the Netflix data with public 
IMDB (Internet Movie Database) reviews. The 
scholars found, “With eight movie ratings (of 
which two may be completely wrong) and dates that 
may have a fourteen-day error, 99% of records can 
be uniquely identified in the dataset.”17 Discussing 
the Netflix example and other successful efforts by 
scholars to expose the “spectacular failures” of the 
anonymization promise, law professor Paul Ohm 
has argued that data can be “useful” or “private,” 
but not both.18

When Edward Snowden exposed the NSA’s 
PRISM program that accessed and stored data 
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feed from the console interface, eliminating the 
need to switch between the console and TV-
watching experience. Hence, despite competition 
from Roku, AppleTV, and Google’s Chromecast, 
gaming consoles have arguably expanded their 
utility and become the quintessential connected 
living room devices. Microsoft’s Xbox One 
in particular features dedicated functions to 
facilitate TV and movie watching within the 
Xbox ecosystem. In this section, we delineate a 
case study of the Xbox One that reveals public 
anxieties surrounding the future of the connecting 
living room while at the same time illustrating an 
evolving connected viewing business model based 
on trading “private” usage data for the benefit of 
personalized services and advertising. 

Game players, platform holders, and service 
providers are engaged in a complicated struggle 
over the personal data of users, inspiring questions 
about of security, sharing, surveillance, and, 
broadly, control. In the mobile gaming space, the 
free-to-play model has normalized data collection 
as a way to ‘pay’ for access. Although this model’s 
primary means of revenue is through micro-
transactions, convincing players to spend small 
amounts of money on digital items, many free-to-
play games also feature dynamic advertisements, 
require user registration, and collect valuable user 
data, sometimes secretly. For example, a lawsuit 
filed in California in May 2013 accused Google 
and its third-party app development partners of 
illegally collecting personal data from Android 
users, including their geo-location, age and gender, 
zip codes, activity, and device IDs, among other 
personal information.29 Nonetheless, for many 
gamers the exchange of usage data for access to 
content has become status quo.

While some home consoles were online in 
the 1990s, Microsoft was the first to implement a 
sophisticated data-collection system with its Xbox 
Live service in 2002. According to their privacy 
statement, such data allows Microsoft to improve 
its products, personalize its service, and increase the 
quality of the gaming experience.30 With this data, 
Microsoft recommends games and other media 
content as promotional blocks through its user 
interface. According to Microsoft, the company 
does not share any of the user data it collects with 
third party developers or advertisers without the 

human experiences. In another example, a 
lawsuit against Netflix over the algorithm contest 
mentioned above sought damages because the 
anonymized dataset released by Netflix, and de-
anonymized by the UT scholars, revealed that one 
of their customers was a lesbian.25 Netflix settled 
that case and also cancelled a planned second round 
of the algorithm challenge, and today their data set 
is one of the most secretive (and prized) within 
media.26 Consumers, therefore, may not care about 
data collection until a scandal reminds them of the 
extent to which data can create accurate portraits 
of our interests and values.

The following case study describes in greater 
detail a more recent example of consumer 
activism against a media company’s efforts to 
extend surveillance efforts. When Microsoft 
announced in 2013 the immanent arrival of its 
latest generation gaming console and over-the-
top (OTT) media device, the Xbox One, it also 
unveiled new requirements of its users to allow a 
camera peripheral to be continually activated and 
connected to the Internet. As the case study will 
detail, consumers and journalists balked, forcing 
Microsoft to revise its requirements. Despite this 
seeming success, though, our analysis will offer a 
more measured analysis of the larger stakes of data 
collection and connected viewing.  

The Xbox One Kinect, or Hal for the Living Room27

Dedicated game consoles have transformed into 
full-service media centers for many households 
around the world, providing access to a range of 
media through designated applications. Thanks to 
the proliferation across devices of OTT apps like 
Netflix, Hulu, and Amazon, and to the growth of 
the cable companies’ TV Everywhere initiatives, 
the seventh generation of home game consoles 
all featured streaming video content options. 
With the emerging eighth generation of consoles, 
consisting of Nintendo’s Wii U, Sony’s PlayStation 
4, and Microsoft’s Xbox One, video streaming 
applications are now a central part of the content 
and marketing package for the hardware.28 
Furthermore, the Wii U and Xbox One have upped 
their living room commitment by streamlining 
services that allow a user to access a linear cable 
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Microsoft announced the forthcoming Xbox 

One console and Kinect One camera peripheral 
at a press event on May 21, 2013. The Kinect 
One captures video in high-definition 1080p, 
recognizes up to six unique faces and voices in a 
room, and can even allegedly detect heart rates 
by registering subtle changes in skin tone due 
to capillary swelling.34 As part of this unveiling, 
Microsoft explained that users would need to 
keep the Kinect One camera connected to the 
console and turned on at all times in order to 
use the Xbox One for gameplay and other media 
features. Microsoft also required users to maintain 
a constant Internet connection so the Xbox One 
could ping Microsoft servers once every 24 hours 
in order to prevent hardware hacks and piracy. 

After the announcement, critics and gamers 
expressed apprehension about the privacy 
implications of an always-on video/audio 
recording device pointed at the domestic living 
room. The incomplete nature of Microsoft’s initial 
announcement, coupled with some alarming 
changes to its existing Xbox 360 policies, caused 
rumors to go wild within the gaming community.35 
Public reports concentrated on questions of 
privacy, data use, and security. Could users opt-
out of having their data collected by Microsoft, for 
example? Would Microsoft use the data to create 
“targeted advertising”? And perhaps inspired by 
the PS3 hack of 2011, what steps was Microsoft 
taking to safeguard sensitive data?36 Many critics 
called for more transparency and user choice from 
Microsoft, while others cited the “creepiness” factor 
as just one of many reasons they were choosing to 
wait on their Xbox One purchase.37

These initial concerns were reignited in early 
June when NSA documents about domestic 
spying leaked by Edward Snowden emerged just 
as Microsoft shared more information about its 
upcoming Xbox One console leading up to the 
Electronic Entertainment Expo (E3).38 Following 
the deluge of criticism over its initial announcement 
in May, Microsoft issued a statement clarifying 
connectivity, licensing, and privacy features for 
the Xbox One, specifically stating that the Kinect 
One would not record conversations or send data 
back to Microsoft cloud servers without a user’s 
permission.39 However, given the recent NSA 
revelations, some privacy advocates found the 

consent of the user. When data security concerns 
arise, Microsoft tends to fall back on the consent 
of the user as a crucial element guiding its privacy 
policies. However, this also pardons Microsoft 
from having to be responsible for the privacy 
policies of its publishing and service partners, like 
Electronic Arts or Flixster, which collect their own 
data from consumers.

Console gamers received an education in data 
security when the PlayStation Network (PSN) was 
hacked in April 2011, compromising the valuable 
information of 77 million users, including names, 
addresses, birth dates, and encrypted credit card 
information. One of the largest data security 
breaches in history, the hack led to the shutdown of 
the PlayStation Network service for over a month 
while new security measures were implemented. 
To make matters worse, on May 2 of the same 
year, hackers targeted Sony Online Entertainment, 
stealing account information from another 25 
million users.31 Members of Congress, journalists, 
and gamers accused Sony of misrepresenting the 
enormity of the problem and of unacceptable 
delay, waiting six days after shutting down the 
PSN to inform its customers of the breach, 
leading to at least one lawsuit.32 Likewise, industry 
representatives lamented how the attack may have 
soured consumer willingness to enter the digital 
ecosystem, while gamers on forums fluctuated 
between outrage at Sony and the hackers 
responsible.33 Nevertheless, consumer anger proved 
to be temporary and more or less subsided after 
Sony publicly apologized to its customers ahead of 
its E3 press conference in June and offered two free 
PSN games as part of a “Welcome Back” program. 
Ultimately, the highest price paid by the company 
was the $171 million the hack ended up costing 
them. By November 2013 when the PlayStation 
4 console sold one million units in its first day of 
sale, Sony had arguably repaired its public image. 
From the normalization of data collection to the 
outrage following the PSN hack, there is a stark 
but invisible line that demarcates an expectation 
of a certain degree of “privacy” among gamers, or 
more accurately, a certain degree of control over who 
has access to their personal information. Leading 
up to the release of its own new console in 2013, 
Microsoft, too, stepped up against this line with 
policies governing the Xbox One.
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the company offered this short statement about 
privacy and Kinect:

You decide how personalized Xbox 
One is to you and your family, including 
privacy settings, manual or automatic 
sign-in, and how data is used. And 
when you play games or enjoy apps 
that use sensitive personal data, such as 
videos, photos, and facial expressions, 
no one except you can access it, without 
your express permission.45

In the statement, privacy becomes a sub-feature of 
personalization, a customizable feature rather than 
a human right. Indeed, Microsoft has packaged 
privacy as a commodity, one more value-added 
element of the Xbox experience. At the same 
time, Microsoft has upheld the relations of power 
between content providers and consumers, with 
Microsoft setting the terms. In this case, rather 
than exchange access for data, Microsoft has 
promised personalization in exchange for data, 
a move which seems to be increasingly common 
in the new age of big data collection and one 
championed by companies like Netflix.46 This logic 
frames data collection as a choice that results in the 
benefit of targeted, relevant advertisements rather 
than a violation of trust and personal data.47

Microsoft’s Kinect technology is merely one 
of the latest high-profile case studies of the new 
reality of the connected living room, a media space 
that promotes convenience, choice, and cross-
platform interactions while also exposing home 
media consumption to serious concerns about 
surveillance. Consumers are facing increasingly 

combination of a networked console connected to 
the cloud, an always-on camera, and Microsoft’s 
alleged collusion with the NSA to be “absolutely 
scary.”40 Critics and gamers feared that Microsoft’s 
new console could be one of many connected 
living room devices incorporated into the NSA’s 
MUSCULAR program that gathered information 
on millions of people from Microsoft, Google, 
Facebook, and other media companies.41 Indeed, 
among the motivations Edward Snowden ascribed 
to explain his actions was his worry that the 
Internet had become “a TV that watches you.”42 

Reflecting the dystopian visions of George 
Orwell’s novel 1984, Snowden’s rhetoric was also 
adopted by gamers on a Reddit forum dedicated to 
discussing the Kinect One as an NSA surveillance 
tool.43 Members of the gamer community created 
an array of Internet memes ridiculing the Kinect 
One as a corporate and government surveillance 
tool. These images combined other Internet 
memes with elements from popular culture. One 
image (see Image 1) riffs on the Russian reversal 
phrase popularized by Ukranian comedian 
Yakov Smirnoff, replacing Soviet Russia with 
Capitalist America, thus ironically juxtaposing 
the supposed freedom and liberties afforded by 
laissez-faire capitalism with the mid-to-late 20th 
century state-controlled Soviet Union. Other 
images included a picture of the Xbox One and 
Kinect One accompanied by lyrics from the song 
“Every Breath You Take” by The Police, including 
the lyrics, “Every breath you take, every move you 
make, every bond you break, every step you take, 
I’ll be watching you.” Through dozens of memes, 
the gaming community constructed a language of 
playful yet pointed criticism aimed at Microsoft’s 
Xbox One policies.

In August 2013, Microsoft announced that 
the Xbox One would no longer require Kinect 
to operate, citing demand from consumers. 
44 Microsoft’s revised policy allowed users to 
disconnect the Kinect camera completely in 
addition to deactivating many of its features. 
Despite this public reversal of company policy, 
however, Microsoft’s rhetoric did not frame the 
conversation through the issue of privacy. Instead, 
the company chose a more upbeat perspective 
by appealing to the ability of the consumer to 
personalize their Xbox experience. On its website, 

Image 1: One of dozens of memes concerned with Kinect One 
and surveillance



39TELEVISION CONNECTIVITY

PETRUSKA AND VANDERHOEF
for access, and only the company is allowed to 
change the terms at any time without rupturing 
the contract. Moreover, the “choice” offered to 
consumers seemingly lies between consent or not 
participating, and this seems a false dichotomy. Any 
suggestion that one can “opt out” of the digital data 
marketplace is naïve at best and fallacious at worst, 
for true opting out would require a cash economy 
and access to material media in an age where even 
libraries have become repositories exclusively of 
digital content.48 As such, a more rigorous set of 
options seems essential to provide consumers with 
a more agile role in the data economy. 

The limit cases examined above demonstrate 
a powerful but reactive activism. A more pro-
active discourse may create new understandings 
of privacy and surveillance paired with a new 
praxis based around transparency and layers of 
access, with consumers having a larger voice in 
determining which companies access particular 
levels of information and for what purpose. A 
Wall Street Journal article that interviewed experts 
in consumer rights and data collection explored a 
variety of possible approaches to the data economy, 
from the creation of “data copyright laws” and “data 
profit-sharing” to the self-regulation of media 
companies choosing not to sell individualized data 
to third parties.49 Other options could include web-
based media companies simplifying the complexity 
of user agreements, providing a base level of 
quality service that prohibits data sharing with any 
third-party companies, and allowing consumers 
who would like to opt-out of advertising to pay 
more for an ad-free experience. The urgent need 
to define a set of best practices for data collection, 
storage, and access must extend beyond a limited 
discourse about individual company policies.

A national solution may be necessary to 
enforce a consistent set of best practices regarding 
big data across the wide range of companies with 
a stake in the economics of connected viewing.50 
Critiques of data collection processes within a 
recent Senate report and voiced in a speech by 
the new head of the Federal Trade Commission, 
Edith Ramirez, suggest that the U.S. government 
may soon be ready to discuss policies to guide the 
collection of consumer data.51 A possible precedent 
exists in the Fair Credit Report Act, passed by 
Congress in the 1970s and revised several times 

“smart” technologies, hardware devices that 
become intelligent through data collection. Thus, 
consumers must navigate an ever more complex 
field where technology, policy, privacy, and data 
interact, where playing a video game or watching 
TV is no longer just about entertainment but 
also about fundamental questions concerning the 
balance between surveillance, personalization, and 
convenience in the era of the connected living 
room. 

Conclusion

The ubiquity of social media sites have normalized 
the sharing of personal data, but as companies 
expand the ways they monetize big data, they 
may cross an invisible line in the sand that alerts 
consumers to the possible costs of surveillance. 
Indeed, as the Xbox One and Kinect One case 
study illustrates, there are unwritten rules that 
demarcate acceptable and unacceptable ways to 
collect and share data. While it seems that line 
may generally be determined by security failures 
and other public exposures of the breadth and 
depth of data surveillance, a lack of established 
standards guiding companies trying to profit from 
a range of digital marketing tools suggests not only 
that similar moments of public anxiety and critical 
conversation will occur in the future, but also that 
these are moments during which activists can 
assert a consumer-centered set of practices that 
prioritize transparency over secrecy and targeted 
control over passive consent. 

Technology companies who want to 
monetize user data are pushing the imaginary 
line of acceptability to normalize ever more 
invasive collection methods. Incentivizing data 
collection with so-called “perks” like personalized 
recommendations and relevant advertisements 
allows technology and media companies to 
maintain the public image of respecting privacy 
rights overall while at the same time benefiting 
from the ownership and sale of the data. The line is 
invisible, but so, too, are the transactions that occur 
when data is aggregated, analyzed, and ultimately 
disseminated to other companies that benefit from 
the digital media economy. When consumers 
sign user agreements, they often exchange rights 



40 FALL 2014

TV THAT WATCHES YOU
bitcoin, is the currency driving the financial lucre 
of the web, and it seems unlikely that this genie 
will return to the bottle. Attempts to protect 
data, through security measures and strategies 
like anonymization, will fail repeatedly without 
an equally rigorous partnership extended to the 
consumers generating the data. The challenge 
for scholars and critics of such practices is to 
reclaim a semblance of “privacy”—not by trying 
to resurrect a historically and culturally specific 
version of privacy but by redefining the word to 
acknowledge its complicated existence in an age 
of connected viewing where privacy is determined 
by the contrasting discourses constructed around 
technology, ownership, economics, ethics, policy, 
and law. 

since to extend its consumer protections. As a 
result of this law, consumers today are empowered 
once a year to request a free copy of their credit 
reports from the three major nationwide credit-
reporting companies.52 Furthermore, the credit 
report includes a list of all companies that have 
requested access to it. A similar level of access 
rights may be beneficial for big data, but such a 
move would require enhancing the visibility of 
the major companies, like Acxiom, Experian, and 
Epsilon, currently operating under the radar, who 
collect, analyze, and disseminate this information. 

Wherever the conversation leads, the value 
of data to a range of stakeholders will maintain 
its primacy in defining the economics of the 
digital ecosystem. Data, perhaps even more than 
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