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The Problem with WHOIS:
Hidden Assumptions about Identity and Social Networking

Rachael Sullivan

Social networking sites, specifically Twitter and 
Facebook, have drawn a flurry of recent public 
interest.  A series of articles and scientific studies 
within the past few years have put forth techno-
determinist critiques of social media as the gateway to 
either a utopian society of collaboration or a dystopian 
society of blabbering idiots, depending on the author’s 
perspective.  Both sides of the debate have more in 
common than one might think.

The optimistic side depicts social media as a 
paradise of opportunities and freedoms that users 
cannot easily attain offline. In her work, danah boyd 
addresses the way that young people specifically 
use social media, although her comments can apply 
to social media users of all ages.  In “Why Youth 
(Heart) Social Network Sites,” boyd contends that 
the Internet “provides a whole new social realm for 
youth,” a realm that teenagers need as an escape 
from the adult-regulated spaces of schools, shopping 
malls, and homes.1 In fact, a section from her most 
recent publication, Taken Out of Context, is titled “In 
the Pursuit of Freedom,” emphasizing the liberatory 
rhetoric associated with online identity.  Howard 
Rheingold, one of the first to write about early forms 
of online socialization in The Virtual Community, is 
also optimistic about the use of MUDs, or online chat 
rooms.2  “Welcome to the wild side of cyberspace 
culture, where magic is real and identity is a fluid,” he 
writes.3  Rheingold’s readers would have been largely 
unfamiliar with these new technologies when his 
book was published in 1993, so he encourages them 
to believe that “the roots of MUDs are deep in that 
part of human nature that delights in storytelling and 
playing ‘let’s pretend.’”4 Although Rheingold is less 

fervent in his later book, Smart Mobs, published in 
2002, he still advocates the benefits of social media 
as they can be used to subvert mass media: “many-to-
many media confer a power […] to create, publish, 
broadcast, and debate their own point of view.”5 In 
this sense, Rheingold’s optimism is based on faith in 
the possibility of the Habermasian public sphere that 
would empower the people and give them space to 
act on the basic human ability to convene and work 
together for change.

The more pessimistic side of the debate opposes 
the naïve optimism of techno-utopians.  Techno-
dystopians write about shortened attention spans, 
loss of privacy, increased surveillance, and decreased 
face-to-face communication all caused or accelerated 
by social media.  In The Cult of the Amateur, published 
in 2007, Andrew Keen fears the misinformation and, 
frankly, lies that are “out there” on social networking 
sites. “The Internet is flooded with fake identities,” 
he warns.  “Sock puppets” is a term he references 
to describe “fake MySpace profiles, fake YouTube 
starlets, fake email addresses.”6 In 2008, Nicholas Carr 
and Lee Siegel expressed similar concerns about the 
Internet in general.7 Even more recently than these 
publications, a slew of online articles have appeared, 
partly in response to increased celebrity use of social 
media. In February 2009, British neuroscientist 
Susan Greenfield said that “experiences on social 
networking sites are just devoid of cohesive narrative 
and long-term significance.”8 Also in February 2009, 
clinical psychologist Oliver James suggested that 
people who use Twitter “don’t have an inner life.”9 
In April 2009, social networking researcher Mary 
Helen Immordino-Yang commented, in reference 
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In the sociological subject, there is also a core 

self, but it is mediated by interaction with others.  
According to Hall, “the inner core of the subject was 
not autonomous and self-sufficient, but was formed in 
relation to ‘significant’ others,” such as family members 
and friends.16 The assumption in the sociological view 
of the subject is that humans are by nature social 
creatures.  The self has a unified core, but one which 
is formed in interaction between the inner world 
and the outer world.  Social norms and established 
roles provide for stable identity by “suturing” the 
subject into the social structure.17 Though I want to 
focus on understanding how critics of social media 
fit into Hall’s framework, it is important to note that 
many techno-utopians and even lukewarm optimists 
assume the sociological subject in their advocacy of 
social media. In “Taken Out of Context,” for instance, 
boyd contends that teens adopt social media as an 
add-on to their offline lives and as a natural process 
of maturation in constant reference to their peers.18 
Where the enlightenment self was individualistic, 
autonomous, and unchanging, boyd’s version of the 
self is one of collective identity, produced through 
sampling and interacting with the selves of others.

In moving from the enlightenment subject to the 
sociological subject, we see a key shift from describing 
individuals as unified wholes to viewing the subject’s 
core as socially formed. However, in the postmodern 
subject, a core identity of any sort is displaced by 
fragmented, shifting, and plural identities.  In “The 
Question of Cultural Identity” and in his other 
writings, Hall argues for the postmodern subject as 
the best lens to use in any examination of human 
behavior or consciousness.  He writes, “Within us are 
contradictory identities, pulling in different directions, 
so that our identifications are continually being shifted 
about.  If we feel that we have a unified identity […] 
it is only because we construct a comforting story or 
‘narrative of the self ’ about ourselves.”19 Scientists, 
educators, parents, and other authorities who are 
critical of the effects of social media are usually 
looking for that core self, but they will not find it. If 
the narrative of the self seems contrived and unstable 
online, that is because identity narratives are contrived 
and unstable.

If one consequence of Facebook is a “shaky sense 
of identity”20 and Twitter infantilizes our minds by 
providing “a trail of imagined eyes on [our] every 
move, thought, and taste,”21 then Facebook and 

to the “torrent of news snippets delivered via online 
feeds such as Twitter,” that “we need to understand 
how social experience shapes interactions between 
the body and mind, to produce citizens with a strong 
moral compass.”10

Each of these most recent articles has attracted 
numerous comments and blog posts from a wide 
audience.  Predictably, the reactions take a side, 
thus perpetuating mostly unconstructive, divisive 
discourse. Buried within this discourse, however, is 
one key commonality.11 The most important message 
is not in the content of such criticisms, but rather in 
the assumptions behind the criticisms.  What is said 
about social media is less interesting than what is left 
unsaid in the background, and what is in the background 
is almost always a particular theory of self-identity.

In “The Question of Cultural Identity,” cultural 
theorist Stuart Hall delineates three ways of 
conceptualizing identity: the enlightenment subject, 
the sociological subject, and the postmodern subject.12  
Certainly, there are many other ways to describe 
identity, but Hall’s categories are especially useful 
for my argument since they represent three distinct 
and colliding approaches that scholars have taken in 
social media critique.  The postmodern subject differs 
from other subjectivities in one critical way. In the 
enlightenment subject and the sociological subject, an 
“inner core”13 is at the center of an individual’s identity. 
The third approach—the postmodern subject—has 
no essential self-identity.

The enlightenment subject arises from the 
philosophical movement associated with the 
idea that reason and rationality form the base of 
knowledge, truth, and human progress.  According 
to Hall, the enlightenment subject is “based on a 
conception of the human person as a fully centered, 
unified individual,” and “the essential centre of the 
self was a person’s identity.”14 The enlightenment 
subject is essential to the current western account 
of the self as rational, independent, and capable 
of working with others.  “Morality talk” can be 
linked with the way western culture seeks to make 
complicated realities intelligible and manageable 
through reason.15 Susan Greenfield and Oliver 
James represent this approach in their comments 
about social media and its downfalls.  “Morality 
talk” is apparent in Immordino-Yang’s mention of 
our “moral compass” that social media has to the 
potential to disrupt.
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Twitter are not that much different from the offline, 
embodied work of describing oneself according to 
a given context and audience—the work of making 
and maintaining identity with the written and visual 
discourse that constitutes social networking sites.

In “The Vertigo of Displacement,” Hall and 
David Bailey trace a movement in photography in 
the late 1970s and 1980s.  In the early 1970s, black 
photographers “[used] the documentary form to 
articulate a political statement about making visible 
black images and black image-makers.”22 The 
documentary form, as a testimony to truth, would give 
black people a unified voice and an opportunity to 
oppose negative images of their race. A change came 
in the 1980s, when cultural studies provided a way for 
people to understand their identity as distinct from 
the body. Thus, the black photography movement 
began to explore “the view that black is something 
which is only partly represented by skin color.”23 This 
was a conceptual shift from thinking of identities as 
“fixed and universally true at all times for all people”24 
to seeing identities as floating and hybrid.  One 
identifies not just with race, but also ethnicity, gender, 
sexuality, age, etc.  Additionally, different contexts call 
for different self representations.  This fluid concept of 
the self allows for contradictions and irregularities.  In 
short, “we are all involved in a series of political games 
around fractured or decentered identities”25—we are 
postmodern subjects.

This particular art-historical case challenges 
a techno-determinist, essentialist viewpoint that 
is critical of social media users.  Some black 
photographers came to reject the documentary form 
because they recognized it as a method of enforcing 

the very racialized structures they wished to challenge.  
Hall and Bailey write, “documentary photography 
carries a claim to truth, with the meta message 
of this is how it really was.”26 Metaphorically, our 
western society approaches identity as a documentary 
photographer.  Whether we assume an enlightenment 
or sociological subject, the impulse is to locate and 
document a true core identity in individuals, that one 
“master identity”27 that can gather all of our fractured 
identities into some narrative thread.  In its most 
sinister form, what I will term the documentary drive 
is political and serves to enforce dominant power 
structures in society.  Resistance to the documentary 
drive in modern society takes many forms, but one 
(albeit passive) form is the increased use of social 
networking sites like Twitter and Facebook, as well as 
the proliferation of portable social media devices.  Just 
as new forms of postmodern photography gave black 
photographers an alternative to the documentary 
form, social media allows freedom from locked-down 
and documented identity.  Within the black body are 
a range of experiences, just as there are in the white 
body, the female body, the aged body, the immigrant 
body, the gay body. “How,” Hall and Bailey ask, “could 
all of those experiences be spoken of through one 
photograph, one voice?”28 How, I ask, can the range of 
contradictory and tentative identities within each of 
us be explained through one narrative, one self?

Yet, that is exactly the explanation that many 
critics of social media seek. Digital identities resist 
the enlightenment and sociological concepts of self, 
but not because they fabricate false identities as 
so many social media critics argue.  If this were the 
case, then social media would not matter.  However, 

The social networking web site Facebook
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social media do matter because they expose the myth 
of a core identity in a way that, outside of art and 
literature, has not been possible—or at least publicly 
visible—in the past.  Digital identities do not create 
lies about the self but instead reflect the inner struggle 
of postmodern subjects in a black-and-white analog 
society that wants to document and lock down identity.

When Greenfield frets that social media users 
“can reinvent themselves” and “be ginger-bearded 
dwarves or sex sirens,” her major concern is not 
that people will lie about their identities online, but 
that they will start to believe the lies and become 
numb “to the difference between the virtual and the 
real.”29 In this way, digital, disembodied identities are 
assumed to be “virtual,” whereas offline, embodied 
identities are assumed to be “real.”  However, as Hall 
and Bailey argue, “identities are positional in relation 
to the discourses around us.  That is why the notion 
of identity is so important – identity can only be 
articulated as a set of representations.”30 Identity as “a 
set of representations” can never be fully real.31 Thus, 
the postmodern subject collapses the real/virtual 
distinction in favor of real/virtual hybridity. Whether 
an identity is constructed online or offline, it will be 
virtual in some way, despite the tendency of popular 
discourse to depict the virtual as the reverse side of 
the obverse real.  “In the dialectic of the virtual, the 
real is a privileged term” as David Gunkel points out.32 
To put this another way, the most important aspect 
of the postmodern subject is that it undoes the rigid 
connection between body and identity to show us that 
one body does not mean one identity.  Digital identities 
hasten this undoing, although the documentary 
drive bleeds into social media practices and enforces 
enlightenment subject and sociological subject norms.

We can observe this transference of analog 
identity to digital identity in “Taken Out of Context,” 
boyd’s 2.5-year study of teen social media use. Teens 
enact social norms online by honoring their offline 
documented identity of age, for example.  “Social 
network sites are replacing physical gathering spaces 
for youth” as they try to escape excessive control from 
parents and teachers.33  “When teens are socializing, 
online and offline are not separate worlds,”34 so they 
carry over offline social norms telling them that 
teenage bodies should not socialize with people who 
are older or out of school.  boyd explains how teens 
internalize an awareness of this “moral panic” that 
their parents instill in them.35 However, the body 

and the self are not analogous.  People do not mature 
sexually at the same rate, so a thirteen-year-old girl 
may resist a shifting identity (sexuality) in order to 
correspond with her own documented identity (age) 
as well as the identities of other thirteen-year-olds 
around her.  Digital identity would allow teenagers to 
explore a shifting and fragmented identity, but social 
norms curtail that postmodern possibility.  Sherry 
Turkle rightly points out that “a more fluid sense of 
self ” means that “we do not feel compelled to exclude 
what does not fit.”36 However, the problem extends 
far beyond adjustments to the personal self.   Rosy 
Martin and Jo Spence make a powerful claim in an 
explanation of their piece, Unwind the Lies that Bind: 
“Our susceptibility to absorbing oppressive ideas and 
theories has one major cause—the oppression of 
children and young people.”37 Today’s culture often 
forecloses on the postmodern subject, regulating it 
before it can develop at an early stage.

The postmodern subject works against society’s 
documentary drive, which tells us that we can only 
be one thing and we must have “papers” or legitimate 
proof of identity in order to be accounted for, to 
have a voice, and to survive.  At any point in time, a 
person may or may not identify with his or her driver’s 
license, showing an address, sex, age, nationality, and 
photograph. Yet, this societal concept of a stable and 
singular identity card has profound implications for 
the individual’s concept of self.  In Paper Machine, 
Jacques Derrida reveals that documented identity is 
a “concept of history” strategically used in “the war 
against ‘undocumented’ or ‘paperless’ people.”38 Thus, 
nationality as an identity is fixed and stabilized in 
documentation. The apparatus of citizenship involves 
“acts of legalization and regularization linked to the 
holding of ‘papers,’ […] power and rights [are] linked 
to holding official paper on one’s person, close up to 
oneself. […] It is made clear to the ‘paperless’ that 
we don’t want any illegal immigrants or ‘paperless’ 
people in our country.”39 Even when documentation 
is “computerized,” “the inherited norms of paper 
continue to haunt electronic media.”40 This trend is 
comparable to boyd’s observation of how teens inherit 
social norms from an analog culture.

I have been arguing that there is little difference 
between the online construction and offline 
construction of identity. Both have virtual aspects.  
Both use verbal and visual language to emit signs and 
mediate relationships with others.  However, there is 
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one critical accessory that digital identities lack—the 
body itself. Offline, one has a body to at least partially 
assist with the work of identity construction.  Digital 
identities lack biological evidence that a human exists 
somewhere in the 1’s and 0’s of digital code.  The 
individual body as proof of identity has a long history 
of exploitation as a means of control and exclusion.  
We can see this pattern in such early examples as the 
quarantine system established to manage plagues in 
seventeenth century Europe, up to our present day 
society, which is using forms of biometrics to distill 
the most essential genetic data from the body.41

In “Discipline and Punish,” Foucault offers a 
striking example of body-as-identity. He argues that 
all understanding of the subject must be historically 
traced, and the body itself “is directly involved in a 
political field; power relations have an immediate 
hold upon it [and] it is caught up in a system of 
subjection.”42 As an example of such bodily subjection, 
Foucault cites an example of seventeenth century 
towns that would take drastic recourse against the 
spread of plagues.  At first indication of a plague, the 
town would be partitioned and individual residents 
required to stay in their apartments or homes.  “It 
is a segmented, immobile, frozen space,” he writes.43 
“Each individual is fixed in his place.  And, if he 
moves, he does so at the risk of his life, contagion, or 
punishment.”44 Every day, an appointed guard would 
traverse his assigned quarter of the town and conduct 
a “great review of the living and the dead.”45 Guided 
by a written inventory of residents, the guard would 
call inhabitants by name, and each resident had to 
appear at the window.  The body was literally proof 
of identity and existence, and the window frame 
marked out the limits of the body as far as the guard 
was concerned. Notably, “this surveillance is based on 
a system of permanent registration.”46 This system 
segregates and documents bodies so that they can be 
controlled.  A panoptic power makes a “determination 
of the individual, of what characterizes him, of what 
belongs to him, of what happens to him.”47 As in 
our present society, “each individual is assigned […] 
his ‘true’ name, his ‘true’ place, his ‘true’ body.”48 Thus 
the postmodern subject faces challenges that took 
root long before enlightenment thought gripped the 
modern world.

The advent of photography in the nineteenth 
century further affixed an individual body to an 
identity, although for the first time, one’s documented 

identity was a prosthesis, or an extension of the body 
that could be separated from the body if one wanted 
to forfeit or fake an identity.  The practice of using 
photography to stabilize and document identity—as 
legal proof of identity—has been a strategic political 
weapon.  Mary Warner Marien documents one of the 
first instances of police pictures in 1852.  Photographer 
and lithographer Carl Durheim assisted the Swiss 
government in forcing itinerant people in Bern 
who were living as nomadic trades-people to adopt 
“a more settled life.”49 Durheim’s images of these 
subjected people were distributed to police so “they 
could identify any of the itinerants who strayed from 
Bern.” Interestingly, Durheim “tried to show as much 
of the person’s body as possible” in order to stabilize an 
identity of “refugee” if someone should decide to flee 
the city.50 This use of photography made “paperless” 
people into documented identities.  The network of 
authority could then use the images of individual 
bodies in order to enforce the actions of the Swiss 
government.

In both of these examples, the body is used 
as proof of identity in order to enforce power and 
control individuals.  In the case of the quarantine 
system, power structures were really longing for the 
technology of photography that could affix a body to 
a documented identity.  Yet, as Martin and Spence 
argue, “photos are not ‘real’ and they do not tell the 
‘truth’ but they are specific choices, constructions, 
frozen moments, edited out of time – yet we must 
invest them with meaning.”51 On social networking 
sites, one chooses avatars, profile pictures, and other 
images that will best represent identity and create a 
digital profile that will make sense and have meaning 
to others.  A teacher, for example, will make careful 
choices about the content of a profile and messages 
posted on Facebook and Twitter. Although the 
teacher may want to enact a postmodern subjectivity, 
the continuity of his or her identity is of primary 
concern. “Still, most people believe that photographs 
have the power to signify truth,” Martin and Spence 
write. “‘Truth’ is a construct and identity is fragmented 
across many ‘truths.’”52 It can be difficult work for 
teachers and other authority to figures to force a 
fragmented identity into a coherent social media 
representation.

The “narrative of the self ” does not always come 
naturally, and at times it slips away from us.  Because 
the documentary drive is so entwined in history, we 
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either fantasize about or fear the separation of our 
body from our documented identity.  “Fake” digital 
identities show that desire for this separation is real.  
Yet, the rise of identity theft over the past fifteen years, 
accelerated by increased Internet use, shows that fear 
of that separation is also real.  In The Net (dir. by Irwin 
Winkler, 1995), Angela Bennett (Sandra Bullock) 
discovers what it means to lose the identity associated 
with her body.

Angela inadvertently discovers a top-secret 
Internet portal into an online government database, 
known as GateKeeper.  The GateKeeper Security 
System is actually corrupt and has been engineered by 
criminals as a way to hack into sensitive information 
and cover up government scandals.  It does not take 
long for the Praetorians, a terrorist group working 
to protect GateKeeper’s sinister secrets, to notice 
Angela’s discovery.  After her wallet and passport 
are stolen while she is on vacation in Mexico, her 
life is turned upside down as the Praetorians sell her 
house while she is away, close her bank accounts, and 
otherwise completely destroy her identity.

The movie represents a cultural fear of identity 
loss and of the Internet in general. In The Net, the 
nightmare is not that Angela Bennett is a victim of total 
identity theft, nor that she is fleeing potential killers.  
The nightmare is that Angela has completely fallen 
off the network of society.  As a recluse (homebound 
hacker by day, take-out food and MUD junkie by 
night), she is only connected to a few weak nodes: 
one or two coworkers (whom she has never met but 
corresponds with via phone and FedEx), her former 
therapist and ex-lover Allen, and her mother who has 
Alzheimer’s. Given her weak and minimal network 
connections, the powerful GateKeeper Security 
System can easily eliminate Angela in both an analog 
social context and a digital legal context.  Although 
she issues vocal protests to reclaim her identity—“I 
am Angela Bennett!” she cries repeatedly—her body 
does not matter.  The police at one point try to sort out 
the confusion.  “It would help everyone if you could 
just show us some form of identification,” they say, 
but Angela is a “paperless” person.  In this moment, 
she literally does not exist.  Her body, its documented 
identity stripped away, has no value.

As Angela disputes the matter with the police, 
the Praetorians are busy in a dark van across the street, 
whirring through cryptic codes on a laptop in order to 
hack Angela’s police record.  Once they digitally create 

crimes under Angela’s mistaken identity of Ruth 
Marx, Angela’s body becomes these crimes in a political 
field.  As the cops access and view her fabulated 
record, Angela’s body accrues an identity that has 
value to the cops.  She eventually escapes and later 
confides to Allen, “It’s like I’m not even me anymore.”  
Without documentation, she is absolutely right.  A 
person off the network is a non-person.  In society’s 
eyes, without proof of identity, she was dead; only her 
would-be killers viewed her as alive.  Her body was 
nothing without the network of political and personal 
identities that make us who we are. When Angela 
ceases her outright protest and cooperates with the 
Praetorian terrorist network to exploit it, she then 
reclaims her identity and survives the ordeal.

The Net is a scary movie because it shows us that 
without the network that constitutes our social and 
political identity, our body literally does not matter.  
Our vision is a secure society in which everyone 
is accounted for “based on a system of permanent 

Movie poster for The Net (Irwin Winkler, 1995)
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registration,” as Foucault writes in “Discipline and 
Punish.”53 In Foucault’s formulation, “The crowd, 
a compact mass, a locus of multiple exchanges, 
individualities merging together, a collective effect, 
is abolished and replaced by a collection of separated 
individualities.”54 To protect its citizens, a nation 
must enumerate and control them.  A swarm-like 
crowd cannot be adequately supervised.  Technology, 
although it can offer freedoms as the supporters of 
social media argue, can ironically prove extremely 
useful in locking down identity.

In The Net, Angela Bennett enters the WHOIS 
command to determine the identities of Internet 
users. Using a command line interface, first she queries 
the identities of her MUD friends as she searches for 
someone to help her with her crisis.  In the end of the 
movie, she finally has access to a database that allows 
her to enter the WHOIS PRAETORIUS query.  She 
can then determine the identity of the terrorist group 
that has been chasing her. The WHOIS command 
represents the achievement of identity essentialism 
that many critics of social media want.  Using a 

WHOIS command for people, it could be possible 
to access their “true” identity and know who they are 
without question.

Ultimately, we fear loss of the authentic.  We 
long for the “aura” that Walter Benjamin attributed to 
original art objects, the same aura that biometrics can 
verify in a person’s body.

If we fear that some “other” could snatch 
our identity and literally become us, this is the very 
possibility that the digital postmodern subject desires 
and realizes.  This is the possibility that makes the 
Internet and specifically social networking sites 
so enjoyable for many people—the possibility of 
becoming something different than what our body 
represents and what society documents and proves.  
In our society, we need protection from criminals, and 
documented identity makes that protection possible.  
However, we should not forget Derrida’s warning: 
“Protection is itself a threat.”55 The postmodern 
subject, if it could be practiced online and offline 
without punishment, could help us find proof of 
ourselves without documentation.
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